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Abstract—The rapid advance of the Internet of Things (IoT)
has enabled a new paradigm of the sensing network, i.e., mobile
crowdsensing (MCS). Primarily, in MCS systems, a crowd of
participating mobile users, namely, workers, are allocated by
the MCS platforms to outsource their sensory data for specific
tasks. Obviously, the reliability of workers and the trustability
of their sensing data play significant roles in the service qual-
ity, thus the worker selection becomes crucial for the success
of MCS applications. However, due to either a large number of
candidates or their dynamic natures, selecting reliable workers
poses big challenges to the MCS platform. Evidently, workers’
reputation-based characteristics, such as trustability and cred-
ibility, are also pivotal for the worker selection in MCS, but
they were often neglected in previous literature. In this article,
aiming at addressing the above challenges, we propose a new
privacy-preserving worker selection scheme based on the proba-
bilistic skyline computation technique. Specifically, our proposed
scheme is characterized by: 1) assigning a trustability score to
each worker based on his/her past performance without revealing
his/her sensitive information and 2) efficiently selecting a subset of
reliable workers for a particular task. Detailed security analysis
shows that our proposed scheme can preserve workers’ privacy.
In addition, performance evaluations via extensive simulations
are conducted, and the results also demonstrate its effectiveness
and efficiency for reliable worker selection in MCS applications.

Index Terms—Encrypted integer comparison, mobile crowd-
sensing (MCS), probabilistic skyline computation, worker
selection.

I. INTRODUCTION

NOWADAYS, the Internet of Things (IoT) has been
deemed one of the most significant drivers for the fourth

industrial revolution [1], [2]. It is predicted that the number of
smart devices will be 30 billion by 2020 and 500 billion by
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2030 [3]. The fast proliferation of smart devices enables a new
paradigm of sensing network, known as mobile crowdsensing
(MCS), which promotes a large variety of applications, such
as environmental monitoring [4], traffic management [5], [6],
healthcare provisioning [7], and location-based social recom-
mendation [8], [9]. In MCS applications, a crowd of mobile
users, namely, workers, are recruited by the MCS platform to
outsource their sensory data for certain tasks. By utilizing the
dynamics and mobility of numerous workers, MCS services
support large-scale sensing applications, which can hardly be
accomplished by traditional sensing networks [10].

In MCS services, worker selection can allocate the sens-
ing tasks to the proper workers. It has been regarded as one
of the fundamental issues in MCS since the reliability of the
workers and the trustability of their sensing data play sig-
nificant roles in the service quality [1]. Recently, there has
been extensive research on studying worker selection in MCS
services [11]–[16]. However, most of them evaluate workers
based on the information provided by the workers. Such stud-
ies are infeasible for determining workers’ real qualifications
if there are strategic and selfish workers who try to maximize
their profits by providing inaccurate information. In real-world
MCS applications, workers’ sensing performance is always
task-by-task due to the limitations of sensing equipment and
the dynamics of sensing conditions. Therefore, it is signifi-
cant to measure workers’ trustability and reliability based on
their previous unstable behaviors. In addition, workers’ per-
sonal information is inevitable to be shared; thus their privacy
could be exposed during the process of worker selection. As a
result, an ideal MCS platform should take workers’ trustability
into account, and preserve workers’ privacy as well.

Motivated by the above-mentioned issues, in this article, we
propose an effective and privacy-preserving worker selection
scheme for MCS services. Our proposed scheme is inspired
by probabilistic skyline computation [17], which is useful and
practical in multicriteria decision analysis. Specifically, we
design a privacy-preserving approach for securely calculating
workers’ probabilistic skyline value based on their historical
reviews, and this value is considered as workers’ trustability
and will be used for worker selection. Specifically, the main
contributions of this article are threefold as follows.

1) We propose a skyline-based scheme for worker selec-
tion in MCS applications. To the best of our knowledge,
this is the first skyline-based approach for MCS stud-
ies. Based on the nature of skyline computation, the
selected workers are not dominated by other workers
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Fig. 1. Proposed system model contains a service provider SP, two cloud
servers S1 and S2, authorized users U , and participant workers W .

on all the considered attributes. This property has not
been achieved in the previous worker selection schemes
in MCS applications.

2) We design a privacy-preserving probabilistic skyline
technique for calculating workers’ trustability based on
their past performance. The method can aggregate the
fluctuated historical reviews and output a reliable trusta-
bility value for the workers. To protect workers’ personal
information from being disclosed during the calculation,
we design a noninteractive encrypted integer comparison
protocol (NIEC), namely, NIEC, which can compare the
relation between two integers in a certain range without
revealing their real values and even the difference of the
values.

3) We analyze the security of the proposed scheme and
show its privacy-preserving effectiveness for workers’
personal information. Moreover, we conduct extensive
performance evaluations in the experiment, which val-
idates the efficiency and reliability of the process of
worker selection.

The remainder of this article is organized as follows. In
Section II, we introduce our system model, security model,
and design goals. In Section III, we describe some prelim-
inaries. In Section IV, we propose our scheme in details.
Then, in Sections V and VI, we present the security anal-
ysis and performance evaluation, followed by the related
work in Section VII. Finally, we recap the conclusions
in Section VIII.

II. MODELS AND DESIGN GOALS

In this section, we formalize our system model, security
model, and identify our design goals.

A. System Model

Our system model mainly consists of four entities, namely, a
service provider (SP), a cloud platform with two servers CS =
{S1, S2}, some users who request the task U = {u1, u2, . . .},
and some workers W = {w1, w2, . . .}, as shown in Fig. 1.

1) Service Provider (SP): SP is the service organizer who is
responsible for bootstrapping the entire system. SP gen-
erates and distributes keys to different authorized entities

so that a certain task can be completed cooperatively.
After that, SP just stays offline.

2) Cloud Servers CS = {S1, S2}: There are two cloud
servers (S1, S2) in our system model. After receiving a
user’s MCS task query Q, S1 and S2 will work together
to select a subset of reliable workers based on work-
ers’ asking price ρ, task similarity μ, and probabilistic
skyline value PS-score. After each sensing task is com-
pleted, S1 and S2 will work together to update each
worker’s PS-score based on users’ reviews in an offline
manner.

3) Users U = {u1, u2, . . . }: In MCS services, authorized
users are the task initiators. At first, a user sends a task
query Q to the cloud servers. After receiving the sensing
data, the user is required to provide reviews for evalu-
ating workers’ performance. The metrics in the reviews
may include the accuracy of the sensing data and the
reasonability of the asking price.

4) Workers W = {w1, w2, . . . }: In MCS services, workers
are the participants who wish to conduct a certain MCS
task. They need to periodically send their approximate
locations �w to S1. In order to be selected, workers are
required to submit their sensing information to CS , e.g.,
their asking price for the task ρ and the task similarity μ.

B. Security Model

In our security model, we consider the SP is trustable.
However, S1 and S2 are semihonest, which means both of them
strictly follow the protocol procedure, yet may be curious to
learn additional information, i.e., workers’ historical sensing
performance. In addition, there is no collusion between S1
and S2. We assume that the users in our model are honest
and their reviews for assessing workers’ performance are cor-
rect and unbiased. For the workers, we assume that they are
strategic and selfish for maximizing their profits. However, in
order to be selected by the platform again in the future, they
still need to provide the correct information and the reason-
able asking cost as much as possible. It is worth noting that
there may exist outside attackers who can exploit the vulner-
abilities of the MCS system, but they are beyond the scope of
this article and will be exploited in our future work.

C. Design Goals

In this work, our goal is to select reliable and suitable work-
ers for conducting a sensing task. In specific, the following two
objectives should be satisfied.

1) Privacy Preservation: Our work needs to consider the
leakage of workers’ privacy since a lot of sensitive
information could be disclosed and inferred from the
designed model. In the process of worker selection, it
is unavoidable to share workers’ personal information.
Consequently, there may exist adversaries who are
highly motivated to deduce workers’ historical sens-
ing performance [12], and a hostile MCS platform can
exploit workers’ sensing capacity for unfair competition.
Therefore, each worker’s historical reviews should not
be disclosed to S1, S2, and other workers.
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TABLE I
SUMMARY OF IMPORTANT NOTATIONS USED IN THIS ARTICLE

2) Efficiency: An efficient worker selection process is sig-
nificant for supporting real-world MCS applications, and
we need to keep the computational cost of the skyline
query as low as possible. Given a set of workers with
size δ, the time complexity for traditional skyline com-
putation is O(δ2) since each pair of workers should be
compared. In this work, we aim to achieve a better effi-
ciency such that the time complexity does only depend
on Ns and the ratio Ps = (Ns/δ), where Ns is the number
of skyline workers to be selected.

III. PRELIMINARIES

In this section, we introduce the background of the sky-
line and probabilistic skyline computation. Table I shows a
summary of the notations used in this work.

A. Skyline Computation

Given a data set D = {γ1, γ2, . . . , γD}. Each tuple is in
d dimensional space, where γ = (γ [1], γ [2], γ [3], . . . , γ [d]).
Without loss of generality, we assume that for each dimension,
smaller values are more preferable. Let γa and γb be two dif-
ferent tuples in D. We consider γa dominates γb, denoted by
γa ≺ γb, if for all i, γa[i] ≤ γb[i], and for at least one j,
γa[j] < γb[j]. The skyline points are those tuples that are not
dominated by others in D.

B. Probabilistic Skyline Computation

The concept of the probabilistic skyline is first introduced
in [17] for uncertain data. It indicates the probability of an
object to be selected in the skyline and can be used to calculate
workers’ trustability in this work.

Fig. 2. Example of three objects with different numbers of tuples for
determining dominance relation and computing probabilistic skyline.

TABLE II
DOMINANCE RELATION BETWEEN OBJECTS A AND B

1) Dominance Relation Between Uncertain Objects: There
are two objects A and B, where A contains u tuples (i.e.,
A = {a1, a2, . . . , au}), and B contains v tuples (i.e., B =
{b1, b2, . . . , bv}). For simplicity, we assume that each tuple
in an object has the same probability to occur. For ai ∈ A and
bj ∈ B, the probability that A ≺ B can be calculated by the
following [17]:

Pr(A ≺ B) = 1

u× v

u∑

i=1

∣∣{bj ∈ B|ai ≺ bj
}∣∣. (1)

Example 1: In Fig. 2, A, B, and C are three workers, and
each of them has 4, 3, and 4 historical reviews, respectively. In
this example, we consider that each review has two dimensions
(e.g., accuracy of the sensing data, and the reasonability of
the ask price), and the smaller values are preferable. From
Table II, we know that there are totally seven times that A
dominates B, they are {a1 ≺ b1, a1 ≺ b2, a1 ≺ b3, a2 ≺ b2,
a2 ≺ b3, a3 ≺ b3, a4 ≺ b3}. Based on (1), we can simply get
Pr(A ≺ B) = (7/3× 4) = (7/12); B only dominates A with
{b1 ≺ a4}, so Pr(B ≺ A) = (1/3× 4) = (1/12).

2) Probabilistic Skyline Computation: The probabilistic
skyline value for object A can be calculated as

PS-score = 1

|A|
∑

ai∈A

Pr(ai) (2)

where for ai ∈ A, Pr(ai) is the skyline probability for tuple ai

and can be calculated by the following:

Pr(ai) =
∏

A

(
1−

∣∣bj ∈ B
∣∣bj ≺ ai

∣∣
|B|

)
. (3)

Example 2: Let us consider the example in Fig. 2 again.
For worker B, b1 is dominated by a1, b2 is dominated by a1
and a2, and b3 is dominated by a1, a2, a3, a4, and c2. Then,
Pr(b1) = 1 − (1/4) = (3/4), Pr(b2) = 1 − (2/4) = (1/2),
and Pr(b3) = (1− (4/4))× (1− (1/4)) = 0. The probabilistic
skyline value for worker B can be calculated as PS-score =
(1/|B|)(Pr(b1)+ Pr(b2)+ Pr(b3)) = (1/3)× ((3/4)+ (1/2)+
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Fig. 3. Overview of the encrypted integer comparison protocol NIEC.

0) = (5/12). Similarly, we can compute the probabilities that
B and C are in the skyline.

IV. PROPOSED SCHEME

In this section, we present our skyline-based privacy-
preserving scheme for worker selection in MCS services,
which mainly consists of four phases: 1) system initializa-
tion; 2) task request and response; 3) worker selection; and
4) review update. Before delving the details of the proposed
scheme, we first describe an encrypted integer comparison
protocol, called NIEC, as follows, which can be used to non-
interactively compare two integers without privacy leakage.

A. Noninteractive Encrypted Integer Comparison Protocol

For two positive integers m1, m2 ∈ [ml, mu] (e.g., the lower
bound ml = 1 and the upper bound mu = 100), the goal of
NIEC is to check whether m1 = m2, m1 > m2, or m1 < m2,
without revealing their actual values. The overall settings of
NIEC are shown in Fig. 3, which consists of data owner,
encryptor, preprocessor, and comparator. The details of NIEC
are described as follows.

1) Protocol Initialization: Given a security parameter κ ∈
Z
+, the data owner randomly selects two large prime numbers

p and q, such that the bit length |p| = |q| = κ and let n = pq.
Then, the data owner randomly chooses g ∈ Z

∗
n2 to guaran-

tee the order of g is n, i.e., gn ≡ 1 mod n2, and computes
h = gq mod n2. The public key is pk = (g, h, n), and the pro-
cessing key is sk = (p). After that, the data owner creates an
authorized key K and chooses a cryptographic hash function
Ha, and uses Algorithm 1 to create a bloom filter BF. Finally,
the data owner publishes the system key pub = {pk, Ha}, and,
respectively, distributes the authorized key K to the encryptor,
the processing key sk and BF to the data comparator.

2) Data Encryption: For two integers m1, m2 ∈ [ml, mu],
the encryptor first chooses two random numbers r1, r2 ∈ Z

∗
n

and then computes c1 = E(m1, r1) = gHa(m1‖K)hr1 mod n2 and
c2 = E(m2, r2) = gHa(m2‖K)hr2 mod n2. Then, it sends (c1, c2)

to the data preprocessor.

Algorithm 1: BF Generation for Comparing Two Integers
Input : A N-bit length array A[N] where all bits are initialized to 0, k

independent hash functions H = {H1, H2, . . . , Hk},
Hi:{0, 1}∗ → {0, 1, . . . , N − 1} for each Hi ∈ H, a
cryptographic hash function Ha, public key pk = (g, h, n),
processing key sk, and authorized key K

Output: A bloom filter BF that can indicate m1 > m2 for two
m1, m2 ∈ [ml, mu]

1 for m1 = ml to mu do
2 for m2 = ml to mu do
3 if m1 > m2 then
4 e = gp(Ha(m1‖K)−Ha(m2‖K)) mod n2;
5 for j = 1 to k do
6 set A[Hj(e)] = 1;
7 end
8 end
9 end

10 end
11 return A[N];

3) Data Preprocessing: Upon receiving (c1, c2) from the
encryptor, the data preprocessor computes c = (c1/c2) mod
n2, and then sends c to the data comparator.

4) Data Comparison: Upon receiving c, the data com-
parator computes C = cp mod n2. If C = 1 mod n2,
then gp(Ha(m1‖K)−Ha(m2‖K)) mod n2 = 1, which means that
Ha(m1‖K) − Ha(m2‖K) = 0 and thus m1 = m2. Else if
C 
= 1 mod n2, the data comparator uses the bloom filter BF
to check C, if C is in BF, then m1 > m2, otherwise, m1 < m2.
Note that if there is no collusion between the data preproces-
sor and data comparator, the messages m1 and m2 cannot be
recovered from c1 and c2.

B. Description of Our Proposed Scheme

1) System Initialization: As SP is the service organizer, it
is reasonable to consider SP is responsible for bootstrapping
the entire system. The details of system initialization are as
follows.

1) First, SP plays the role of the data owner in the NIEC
protocol, generates public key pk = (g, h, n), processing
key sk = (p), a bloom filter BF, and an authorized key
K, and chooses a hash function Ha by the approaches
in Section IV-A. After that, SP will publish the system
key pub = {pk, Ha}.

2) Then, both users and workers need to register for the
MCS platform through SP. After their registrations, SP
distributes K to the registered users and workers and
sends (sk, BF) to the cloud server S2 in a secure way.

3) SP maintains two global databases W and U for the reg-
istered workers and users, respectively, (see in Tables III
and IV). After registering a new worker, SP assigns an
ID to the worker and adds him/her into W . In addition,
each worker’s PS-score is initialized as 0.5 and is used
as the trustability of this worker. [γ ] denotes workers’
encrypted reviews and is initialized as empty. After reg-
istering all the workers and users, SP distributes U and
W to cloud server S1.

4) For being selected, each registered worker is required to
regularly send his/her approximate location �w to S1.
Using the geo-indistinguishability technique introduced
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TABLE III
GLOBAL WORKER TABLE W IN SYSTEM INITIALIZATION

TABLE IV
GLOBAL USER TABLE U IN SYSTEM INITIALIZATION

in [18], workers’ approximate location �w can be com-
puted by adding some random differential privacy noise
to their accurate positions. As a result, �w can achieve
the differential privacy property while still releasing
approximate information.

After initializing the entire system, SP just stays offline, and
will not participate in the MCS services.

2) Task Request and Response: This phase mainly con-
tains three steps: 1) users’ task request; 2) location matching;
3) workers’ task response.

1) Users’ Task Request: At the beginning of an MCS task, a
user sends a task query Q to S1, which contains the task
location �q and the task content �q, i.e., Q = {�q,�q}.

2) Location Matching: After receiving the task query
Q, S1 finds the workers whose location information
�w matches the query’s location requirement �q. The
matched workers are denoted as W�, and W� ⊆ W .

3) Workers’ Task Response: In this step, S1 announces the
query Q to W�. Each active worker in W� who wishes
to conduct the task is required to send the feedback
information � to S1. � = (ρ, μ), where ρ ∈ (0, 1) is
worker’s task similarity and μ ∈ (0, 1) is the worker’s
asking price for the task. ρ is used to indicate the
relevancy between the task content and the workers’
activities. Usually, a task content �q is announced in
the form of a sequence of keywords. A worker can then
decide his/her task similarity by information retrieval
models, such as text relevance analysis [19]. We assume
that smaller ρ indicates higher similarity, so for both
ρ and μ, the smaller values are more preferred. Then,
given a predefined threshold t, S1 only selects the
workers whose ρ is smaller than t.

After the similarity matching, S1 joins the workers’ PS-score
with their � based on worker ID. The group of active workers
is called Wδ (see in Table V), such that Wδ ⊆ W�.

3) Worker Selection: In this step, we propose a new sky-
line computation algorithm (see in Algorithm 2), which can
be employed to find Ns skyline workers efficiently. The gen-
eral idea of our algorithm is introduced as follows. All
workers in Wδ have three attributes, namely, asking price
ρ, task similarity μ, and PS-score. First we preprocess
and normalize PS-score with the equation: PS-score =

Algorithm 2: Skyline-Based Worker Selection
Input : A worker database Wδ such that |Wδ | = δ, and each worker

wi in Wδ can be represented as wi = (ρi, μi, PS-scorei);
A number Ns which is defined by users

Output: The skyline workers of Wδ
1 Initialize PQ to an empty minHeap Priority Queue;
2 for i = 1 to δ do
3 PS-score = PS-scoremin

PS-score ;
4 S(wi) = ρi + μi + PS-scorei;
5 PQ.Insert((S(wi), wi));
6 end
7 Set Sskyline as an initially empty skyline set;
8 count = 0;
9 while PQ is not empty && count < Ns do

10 wmin ← PQ.RemoveMin();
11 if there is no worker s in Sskyline such that s ≺ wmin then
12 Sskyline.Add(wmin);
13 count = count + 1;
14 end
15 end
16 return Sskyline;

TABLE V
SUBSET WORKER TABLE Wδ AFTER WORKERS’ RESPONSE

(PS-scoremin/PS-score), where PS-scoremin is the minimum
PS-score among all the workers. After that, all the three
attributes are ranged from 0 and 1 and the smaller values are
preferred. We sort all the workers in a descending order by
S(wi) where S(wi) = ρi+μi+PS-scorei. Then, the first worker
[i.e., with minimum S(wi)] is added in the skyline pool Sskyline
and is deleted from Wδ . Next, the worker with minimum S(wi)

is selected and compared with the workers in Sskyline. If he/she
is not dominated by all the workers in Sskyline, then add him/her
into Sskyline and delete him/her from Wδ . Otherwise, we can
directly delete him/her from Wδ . This algorithm repeats the
aforementioned steps for the remaining workers until either
Wδ is empty or there are Ns workers in Sskyline. Consequently,
S1 announces all the skyline workers to conduct the task. After
the sensing task is completed, S1 collects workers’ data and
reports it to the user.

4) Review Update: This phase mainly contains two steps:
1) review submission and 2) probabilistic skyline computation.

1) Review Submission: After receiving the worker’s data,
the user is required to rate each worker’s performance
by filling in an evaluation form. Fig. 4 shows a simple
example of a such form, which contains four evaluation
questions. Users can use a bootstrap slider to select the
satisfactory level of each question. The level is an integer
∈ [ml, mu] (e.g., ml = 1 and mu = 100), where ml

means strongly agree and mu means strongly disagree.
So any review can be considered as a fixed-dimension
vector γ = {γ1, γ2, . . . , γd}, such that d is the number of
questions, and γi ∈ [ml, mu] is the integer that indicates
the satisfaction degree.
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Algorithm 3: RateDominance(γ1, γ2)
1 Note: given two original reviews γ1 = {x1, x2, . . . , xd} and

γ2 = {y1, y2, . . . , yd}, the corresponding encrypted reviews
[γ1] = {[x1], [x2], . . . , [xd]} and [γ2] = {[y1], [y2], . . . , [yd]} are
computed with public key pk in NIEC protocol in Section IV-A;
Input : the processing key sk = p; the bloom filter BF; an encrypted

vector Vc = (c1, c2, . . . , cd), where each ci = [xi]/[yi] mod n2,
and [xi] belongs to [γ1] = ([x1], [x2], . . . , [xd]), [yi] belongs to
[γ2] = ([y1], [y2], . . . , [yd])

Output: 0, 1, 2
2 tokenxy = true; // indicating γ1 ≺ γ2
3 tokenyx = true; // indicating γ2 ≺ γ1
4 count = 0;
5 for i = 1 to d do
6 Ci = cp

i mod n2;
7 if Ci is in BF // indicating xi > yi, so γ1 
≺ γ2
8 then
9 tokenxy = false;

10 if Ci == 1 mod n2 // indicating xi = yi
11 then
12 count ++;

13 if Ci is not in BF && Ci 
= 1 mod n2

// indicating xi < yi, so γ2 
≺ γ1
14 then
15 tokenyx = false;

16 if tokenxy == true && count < d then
17 return 1 indicating γ1 ≺ γ2

18 if tokenyx == true && count < d then
19 return 2 indicating γ2 ≺ γ1

20 return 0 indicating γ1 
≺ γ2 and γ2 
≺ γ1

Then, users need to encrypt each answer in γ using
pk based on the NIEC protocol. After encryption, each
encrypted review [γ ] will be sent to S1 and will be
added in W by S1. [γ ] can be used for computing
and updating the PS-score for each worker. Table VI
shows the global worker table W after updating each
worker’s review. [γ ]i,j = {[γ1]i,j, [γ2]i,j, . . . , [γd]i,j},
where i means the worker ID, j means the jth review
for the worker. Different workers may have different
numbers of reviews.

2) Updating Probabilistic Skyline: In our proposed scheme,
the PS-score is updated in an offline manner. After
receiving all the encrypted reviews from users, S1
and S2 work together to update each worker’s PS-
score in offline. More specifically, given [γ ]wi =
{[γ1]wi , [γ2]wi , . . . , [γd]wi} from worker wi and [γ ]wj =
{[γ1]wj , [γ2]wj , . . . , [γd]wj} from worker wj, S1 will
first compute Vc = (c1, c2, . . . , cd) where cs =
[([γs]wi)/([γs]wj)] for s ∈ (1, d). After computing for all
pairs of workers from W , S1 sends Vc to S2. Then, S2
can determine the dominance relation between all pairs
of workers using Algorithm 3, update each worker’s
PS-score and fill in the 2-D array Ws[l][l + 1] in
Algorithm 4. Finally, S2 returns Ws[l][l+ 1] to S1.

V. SECURITY ANALYSIS

This section evaluates the security properties and shows how
workers’ reviews can be protected from being disclosed in the
proposed scheme.

Fig. 4. Simple example of the worker evaluation form with four evaluation
questions. For each question, a bootstrap slider can be used to answer users’
satisfaction level (from 1 to 100) for a task in terms of a certain aspect.

TABLE VI
GLOBAL WORKER TABLE W AFTER UPDATING REVIEWS

Algorithm 4: WorkerDominance(w1, w2)
Input : Two worker such that w1 = {[γ ]1,1, [γ ]1,2, . . . , [γ ]1,u},

w2 = {[γ ]2,1, [γ ]2,2, . . . , [γ ]2,v}, and |w1| = u, |w2| = v
Output: Pr(w1, w2) indicating the probability that w1 ≺ w2, and

Pr(w2, w1) indicating the probability that w2 ≺ w1
1 count1, count2 = 0;
2 for i = 1 to u do
3 for j = 1 to v do
4 if RateDominance([γ ]1,i, [γ ]2,j) = 1

// indicating [γ ]1,i ≺ [γ ]2,j
5 then
6 count1 ++;

7 if RateDominance([γ ]1,i, [γ ]2,j) = 2
// indicating [γ ]2,j ≺ [γ ]1,i

8 then
9 count2 ++;

10 Pr(w1, w2) = count1
u×v ;

11 Pr(w2, w1) = count2
u×v ;

12 return Pr(w1, w2) and Pr(w2, w1);

1) Privacy Preservation of Users’ Reviews: Our goal is
to enable S1 and S2 to compute workers’ PS-score
without disclosing the exact answers of their reviews.
On the one hand, according to the NIEC protocol, S1
plays the role of the data preprocessor, and has access
to pk = (g, h, n). For one original review answers
m1 and m2, S1 knows their corresponding ciphertexts
c1 = gHa(m1‖K)hr1 mod n2 and c2 = gHa(m2‖K)hr2 mod
n2. However, without knowing sk = (p) and the ran-
dom numbers (r1, r2), S1 cannot remove the random
factors hr1 mod n2 and hr2 mod n2 in the ciphertexts.
Furthermore, S1 has no information about Ha and K. As
a result, S1 cannot recover any plaintexts of the original
reviews answers in the proposed scheme.
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Algorithm 5: PS-score Calculation
Input : The global worker table W , |W| = l
Output: A 2-D array Ws[l][l+ 1] that contains the updated PS-score

for each worker in W
1 Initialize Ws[l][l+ 1] to an initially empty 2-D array;
2 for i = 1 to l do
3 Initialize PS-score = 1;
4 for j = 1 to l && j 
= i do
5 if Ws[i][j] is empty then
6 p1, p2 = WorkerDominance(wi, wj);
7 Ws[j][i] = p1;
8 Ws[i][j] = p2;

9 PS-score = PS-score × (1−Ws[i][j]);

10 Ws[i][l+ 1] = PS-score ;

11 return Ws[l][l+ 1]

On the other hand, S2 plays the role of the data compara-
tor in the NIEC protocol, and has access to sk = (p).
Once receiving c = (c1/c2) from S1, S2 can calculate
C = cp = gp(Ha(m1‖K)−Ha(m2‖K)) mod n2. However, S2
cannot obtain the original values of m1 and m2 for the
following two reasons: a) only knowing pk = (g, h, n)

and sk = (p), due to the discrete logarithm problem,
it is hard for S2 to compute p(Ha(m1‖K)− Ha(m2‖K))

and b) we know each review is in a certain range, e.g.,
m1, m2 ∈ [ml, mu]. Even though S2 might know the
lower boundary ml and the upper boundary mu of the
reviews answers m1 and m2, without knowing Ha and
K, S2 cannot calculate Ha(m1‖K) and Ha(m2‖K). So
S2 cannot brute force the plaintexts of m1 and m2 by
checking all their possible values either. Therefore, the
reviews are privacy preserving for S2 as well.

2) Privacy Preservation of the Difference Between Users’
Reviews: Given any two plaintexts m1 and m2, neither
S1 nor S2 knows the difference of them, i.e., m1 − m2.
More specifically, on the one hand, S1 can only know
c = (c1/c2) mod n2 = g(Ha(m1‖K)−Ha(m2‖K))hr1−r2 mod
n2. Without knowing Ha, K, h, and random numbers
(r1, r2), S1 cannot determine m1 − m2 even though
S1 might know (ml, mu). In addition, given another
pair of review answers m′1 and m′2, we assume that
S1 knows (m′1, m′2) and the corresponding ciphertexts
(c′1, c′2, c′, c1, c2) such that c′1 = gHa(m′1‖K)hr′1 mod
n2, c′2 = gHa(m′2‖K)hr′2 mod n2 and c′ = (c′1/c′2) =
g(Ha(m′1‖K)−Ha(m′2‖K))hr′1−r′2 mod n2. However, S1 can-
not obtain whether m′1 − m′2 = m1 − m2 by
simply comparing c and c′ due to the existence
of random factors (hr1 mod n2, hr2 mod n2, hr′1 mod
n2, hr′1 mod n2). On the other hand, as we mentioned
before, S2 cannot recover p(Ha(m1‖K) − Ha(m2‖K))

from C = gp(Ha(m1‖K)−Ha(m2‖K)) mod n2, which means
S2 cannot determine m1−m2 either. Next, let us consider
the following scenario. We assume for two pairs of plain-
texts (m1, m2) and (m′1, m′2), S2 knows (m′1, m′2, C, C′)
such that C′ = gp(Ha(m′1‖K)−Ha(m′2‖K)) mod n2. Still,
S2 cannot decide whether m′1 − m′2 = m1 − m2 or
not, because even though C = C′ might hold [i.e.,
Ha(m′1‖K) − Ha(m′2‖K) = Ha(m1‖K) − Ha(m2‖K)

holds], the differences of their original values are not
the same, i.e., m′1 − m′2 
= m1 − m2. Therefore,
S2 cannot obtain whether m1 − m2 = m′1 − m′2 by
only checking whether C = C′ or not. Furthermore,
based on C and C′, S2 can calculate (C/C′) =
[(gp(Ha(m1‖K)−Ha(m2‖K)))/ (gp(Ha(m′1‖K)−Ha(m′2‖K)))] mod
n2 = gp(Ha(m1‖K)−Ha(m2‖K)−Ha(m′1‖K)+Ha(m′2‖K)) mod n2.
Even though Ha(m1‖K) − Ha(m2‖K) − Ha(m′1‖K) +
Ha(m′2‖K) might happen to be 0 and (C/C′) might
happen to be 1, S2 cannot determine whether m′1 −
m′2 = m1 − m2. This is because after using the hash
function Ha, m′1 − m′2 = m1 − m2 does not mean
Ha(m1‖K)−Ha(m2‖K) = Ha(m′1‖K)−Ha(m′2‖K), and
vice versa.

In summary, both the real values of the review answers
and the difference of any pair of review answers are privacy
preserving for both S1 and S2 as long as there is no collusion
between them. In addition, by introducing the hash function Ha

and the authorized key K, our proposed scheme can effectively
resist the known-plaintext attacks.

VI. PERFORMANCE EVALUATION

In this section, we study the effectiveness of our proposed
scheme using a custom simulator built-in Java programming
language. First, we assess the performance of the proposed
scheme theoretically in terms of storage and computational
overhead. Second, a series of experiments are being con-
ducted to investigate how our scheme’s performance varies
across different experimental settings. The performance met-
rics are: 1) the number of candidate workers; 2) the running
time for selecting skyline workers and updating the PS-score
for all the workers; and 3) the PS-score for the selected sky-
line workers. The running time can be used to examine the
efficiency of the proposed scheme, the number of candidate
workers and the PS-score for the selected workers are good
indicators for the effectiveness of the scheme, i.e., how many
workers can be selected from, and how reliable and trustable
the selected workers are.

A. Theoretical-Based Analysis

1) Storage Overhead: Assume that there are totally l reg-
istered workers in W . Each worker wi contains v reviews, and
each review γ = {γ [1], γ [2], . . . , γ [d]} has d dimensions.
Each dimension γ [i] for i ∈ (1, d) needs to be encrypted
before outsourcing to CS . So the overall storage overhead
for all the encrypted reviews is

∑l
i=1

∑v
j=1(d · Len), where

Len = 2048 is the length of the ciphertext for each dimension.
2) Computational Cost: Next, we discuss the computa-

tion cost for the online skyline computation and the offline
probabilistic skyline computation in our proposed scheme.

1) Computational Cost for Skyline Computation: The time
complexity for building a minHeap queue in Algorithm 2
for all the candidate workers is O(δ), where δ is the size
of Wδ . Then, the time complexity for skyline computa-
tion depends on Ns and Ps, where Ps = (Na/δ) for Na

is the number of all the skyline workers in Wδ .
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Fig. 5. Overall illustration of the experimental simulation and parameter
settings.

a) When Ns = 1, we can just return the first worker
in the queue, and the cost is O(1).

b) When Ns = 2, the expected computational cost is
2 · Ps + 3 · (1 − Ps) · Ps + · · · + l · (1 − Ps)

δ−2 ·
Ps = ∑δ−2

i=0 (i + 2) · Ps · (1 − Ps)
i, which is equal

to 1+ (1/Ps) when δ is quite large.
Obviously, given a fixed δ, the cost is only inversely
proportional to Ps. So our proposed algorithm is more
efficient when Ns is small and Ps is large, and this
conclusion can also be applied to the scenarios where
Ns > 2.

2) Computational Cost for Probabilistic Skyline
Computation: To update all the workers’ PS-score, the
dominance relationship between every two workers
needs to be determined. Assume every worker has v
reviews and each review has d dimensions, in total,
NIEC needs to be run [(l× (l− 1))/2]× v2 × d times.
So the overall cost for probabilistic skyline updating
depends on both l, v and d.

B. Simulation-Based Analysis

1) Experimental Setup: We simulate a sensing area A with
the size of 2000 m×2000 m and a collection of l workers
with varied key parameters, which are demonstrated in Fig. 5.
For each worker, the simulating parameters include his/her
approximate location �w = (xw, yw), task similarity ρ, asking
price μ, PS-score, and the number of reviews v.

We assume that all the MCS tasks occurred at �c, the center
location of A with the coordinate of (xc = 1000 m, yc =
1000 m). After a user requests a sensing task, S1 selects the
matching workers based on a location filtering threshold R and
task similarity filtering threshold t. More specifically, S1 only
selects a subset of workers (denoted as Wδ) whose distance
to �c is less than R, and task similarity ρ is less than t. Then,
S1 finds Ns skyline workers from Wδ to execute the sensing
task. After the task is finished, the users are required to submit
an evaluation form with d reviewing questions to S1, which
contains their opinions for evaluating workers’ performance.
At the end of the day, after all tasks are finished, S1 and S2
update every worker’s PS-score by the reviews in an offline
manner.

TABLE VII
SUMMARY OF SIMULATION SETTINGS

Worker’s Location Information: In the experiment, each
worker is randomly assigned a pair of coordinates (xw, yw)

such that xw, yw ∈(0, 2000 m).
Worker’s Task Similarity: For each MCS task, a worker’s

task similarity ρ is set to be a random value ∈ (0, 1). We
assume that the smaller the ρ, the higher similarity between
the worker’s activity and the announced sensing task.

Worker’s Asking Price: We assume that a worker’s ask-
ing price is always proportional to the distance between
his/her location �w and the task’s location �c. The fol-
lowing equation is used to normalize each worker’s ask-
ing price: μ = Dis(w,�c)/Dismax, where Dis(w,�c) =√

(xw − xc)2 + (yw − yc)2, and Dismax is the possible maxi-
mum distance between �w and �c.

Worker’s PS-Score: According to the definition mentioned
in Section III-B, each worker’s PS-score is a value between
0 and 1. However, for simplicity, we use the ranking score
of each worker’s PS-score instead of their real values in our
experiment. For instance, if there are 100 workers, then each
worker’s PS-score is assigned to be a random value between
0 and 1. After that, all the workers are sorted decreasingly by
PS-score, and each worker’s PS-score is reassigned by his/her
own ranking, i.e., a worker’s PS-score is set to be 1 (100) if
this worker has the largest (smallest) PS-score value. A smaller
PS-score means higher probabilistic skyline values.

The detailed parameter settings in the simulations are sum-
marized in Table VII. We perform the experiments with Java
programming language and conduct experiments on an Intel
Core i7-6700 CPU @3.40-GHz Windows System with 32-GB
RAM. In order to more accurately evaluate the running time,
the average results are reported. Specifically, the simulations
are repeated ten times for updating all the workers’ PS-score;
the rest of the experiment runs 10 000 times.

2) Simulation Results: Fig. 6 shows the number of can-
didate workers in different experimental settings, i.e., the
numbers of workers l = 40, 60, 80, 100, location filtering
threshold R = 500, 600, 700, 800 m, and similarity task fil-
tering threshold t = 0.40, 0.42, 0.44, 0.46. From Fig. 6, we
can see that the number of candidate workers is proportional
to both l, t and R. The total number of active workers in a
specific targeted sensing area during a certain period of time
is always fixed, so it is significant to set proper thresholds to
get a reasonable number of matching candidates. The size of
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(a) (b)

(c) (d)

Fig. 6. Number of candidate workers under with different experimental settings. (a) Task similarity threshold t is set to 0.46, the total number of workers
l varies from 40 to 100, and the location filtering threshold R varies from 500 to 800 m. (b) Task similarity threshold t is set to 0.44, the total number of
workers l varies from 40 to 100, and the location filtering threshold R varies from 500 to 800 m. (c) Task similarity threshold t is set to 0.42, the total number
of workers l varies from 40 to 100, and the location filtering threshold R varies from 500 to 800 m. (d) Task similarity threshold t is set to 0.40, the total
number of workers l varies from 40 to 100, and the location filtering threshold R varies from 500 to 800 m.

Fig. 7. Running time for selecting skyline workers where the total number
of workers l is 100, the number of selected skyline workers Ns is 4, the task
similarity threshold t is 0.46, and location filtering threshold R varies from
500 to 800 m.

candidate workers can bring a positive effect on the reliability
of the selected skyline workers. The MCS platform can avoid
randomness and uncertainty if more candidates are taken into
consideration. Especially, when the number of total workers in
A is small, it is better to set relatively larger filtering thresholds
to get sufficient candidates.

Fig. 7 compares the running time for selecting different
numbers of skyline workers with different parameter settings.

In this experiment, Ns = 1, 2, 3, or 4, l is fixed to 100, t is
set to 0.46, R varies from 500 to 800 m.

1) We observe that for each scenario, worker selection can
be finished in a very short period of time (in the order
of 1 × 10−4 s), which validates the efficiency of our
proposed scheme.

2) When Ns = 1, the running time is the lowest for all
the cases. In our proposed scheme, the sum of attributes
S(wi) for all the workers in Wδ are calculated at first.
Then, the worker with the minimum S(wi) is added in
the skyline pool as the first selected worker (see in
Algorithm 2). This algorithm ensures that the worker
with the lowest S(wi) value is the skyline worker with-
out comparing the dominance relationship. As expected,
Fig. 7 shows that the running time is the lowest among
different experimental settings when Ns = 1.

3) We can see that when R is small, the running time for
selecting skyline workers tends to be longer. According
to Algorithm 2, the running time for skyline worker
selection highly depends on the number of dominance-
relationship comparisons between two workers. After all
the candidate workers are being sorted by their S(wi),
the 1st worker with minimum S(wi) will be chosen as the
skyline worker. When Ns is larger than 1, the rest of the
candidate workers need to be compared with the skyline
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(a) (b) (c)

Fig. 8. Running time for updating all workers’ PS-score varies with different experiment settings. (a) Number of reviews v is set to 4, the total number of
workers l varies from 40 to 100, and the number of questions in each review d varies from 5 to 20. (b) Number of reviews v is set to 6, the total number
of workers l varies from 40 to 100, and the number of questions in each review d varies from 5 to 20. (c) Number of reviews v is set to 8, the total number
of workers l varies from 40 to 100, and the number of questions in each review d varies from 5 to 20.

Fig. 9. Ranking of PS-score of selected skyline workers varies with different experimental settings. (a) Ranking of PS-score for the 1st skyline worker when
the total number of workers l is set to 100, the task similarity threshold t is set to 0.46, the number of selected skyline workers Ns is set to 4, and the location
filtering threshold R varies from 300 to 800 m. (b) Ranking of PS-score for the 2nd skyline worker when the total number of workers l is set to 100, the task
similarity threshold t is set to 0.46, the number of selected skyline workers Ns is set to 4, and the location filtering threshold R varies from 300 to 800 m.
(c) Ranking of PS-score for the 3rd skyline worker when the total number of workers l is set to 100, the task similarity threshold t is set to 0.46, the number
of selected skyline workers Ns is set to 4, and the location filtering threshold R varies from 300 to 800 m. (d) Ranking of PS-score for the 4th skyline worker
when the total number of workers l is set to 100, the task similarity threshold t is set to 0.46, the number of selected skyline workers Ns is set to 4, and the
location filtering threshold R varies from 300 to 800 m.

workers, one worker will be selected as a new skyline
worker if he/she is not dominated by any existing skyline
worker. Otherwise, the next worker in the ranking list
will be compared; this process will be repeated until all
the Ns skyline workers are found. When R is large, the
number of candidate workers is large (see in Fig. 6), and
the workers who are sorted in the top positions by S(wi)

are more likely to be the skyline workers. This explains

why the running time for skyline worker selection tends
to be longer when R is small.

Fig. 8 depicts the running time for updating PS-score for
all the workers with different parameters. In the experiment,
l = 40, 60, 80, or 100, the average number of reviews for
each worker v is from a normal distribution with mean = 4,
6, or 8 and the standard deviation = 1, and the number of
questions d = 5, 10, 15, or 20. From Fig. 8, we can see that

Authorized licensed use limited to: University of New Brunswick. Downloaded on May 21,2021 at 17:47:49 UTC from IEEE Xplore.  Restrictions apply. 



11534 IEEE INTERNET OF THINGS JOURNAL, VOL. 7, NO. 12, DECEMBER 2020

the running time for updating PS-score is proportional to both
l, v, and d. In Fig. 8, when l = 100, v = 8, and d = 20,
the maximum running time is about 10×104 s (around 27 h),
which is quite large. However, the result is obtained by a local
computer with a single processor. The fast evolution of parallel
and distributed computing can provide more efficient solutions
to address running time issues. In a real-world MCS platform,
this computation can be distributed over a cluster of online
computing machines, and the running time might be decreased
to a reasonable level.

In Fig. 9, using the ranking of PS-score as the evaluation
metric, we compare the reliability of selected skyline work-
ers. In the experiment, we set l = 100, Ns = 4, t = 0.46,
and R varying from 300 to 800 m. It is worth to note that
the lower ranking score indicates the higher trustability of a
worker. From Fig. 9, we can see that the rankings of the first
selected skyline workers are the lowest (around 10) and are
similar among different location filtering thresholds. In addi-
tion, under the same R, the trustability of the selected four
skyline workers can be sorted as: the 1st worker > the 2nd
worker > the 3rd worker > the 4th worker. This result vali-
dates the discovery in Fig. 7 that the workers who are sorted
in the top positions of the ranking list show higher trustabil-
ity than the latter ones. Finally, we can see that the skyline
workers from a larger size of candidates (i.e., larger R) are
more reliable than those from a smaller size of candidates
(i.e., smaller R). In real-world applications, in order to select
reliable and trustable workers, it is better to generate sufficient
candidate workers.

VII. RELATED WORK

In this section, we briefly review some related works that
target worker selection in MCS. Ren et al. [20] introduced
a reputation management scheme for selecting the well-
suited workers under a fixed task budget; however, they do
not consider the potential privacy leakage for the workers.
Kazemi and Shahabi [21] studied the problem of a spatial
task assignment for spatial crowdsourcing. To maximize the
overall number of assigned tasks, their scheme highly depends
on the locations of mobile workers, in which workers’ essen-
tial personal information might be disclosed. Xiong et al. [22]
investigated the problem of energy-efficient task allocation.
Their research aims to guarantee a minimum number of
anonymous workers who return their sensing results within
a specified time frame. Kazemi et al. [23] proposed a frame-
work to evaluate the validity of the results provided by workers
with different trust levels in MCS. They assume that every
worker has a reputation score that states the trustability of
this worker. However, in their study, they do not describe
how the reputation score is calculated. Recently, more studies
focus on the problem of privacy-enhanced worker selection.
Ni et al. [24] proposed a privacy-preserving MCS worker
selection framework based on the points of interest and the
location of users. Jin et al. [12] presented an incentive mecha-
nism for worker selection in MCS services, which can choose
workers that are more likely to provide reliable data, while
protecting workers’ privacy as well. Guo et al. [11] designed

an MCS scheme for multitask worker selection, which con-
siders both workers’ intentional movement for time-sensitive
tasks and unintentional movement for delay-tolerant tasks.
Wang et al. [14] provided a personalized privacy-preserving
task allocation framework for MCS applications.

Different from the above, our work applies the (probabilis-
tic) skyline computation to select suitable workers securely.
The proposed scheme can solve the fundamental problem of
how workers’ trustability scores are calculated while guaran-
teeing the privacy of their personal information.

VIII. CONCLUSION

In this article, we have proposed a privacy-preserving
worker selection scheme for MCS applications based on
(probabilistic) skyline computation. Our proposed scheme can
efficiently select suitable and reliable workers without reveal-
ing workers’ personal information. Specifically, the privacy-
preserving probabilistic skyline was used to calculate workers’
PS-score based on historical reviews. PS-score reveals the fluc-
tuation of workers’ past performance and can be used as their
trustability. Then, skyline computation was used for selecting
workers in terms of ask price, task similarity, and trustability.
An NIEC was designed for supporting our scheme. Security
analysis demonstrated that our scheme was privacy preserving,
and theoretical performance evaluation verified the efficiency
of the proposed scheme in terms of storage and computational
costs. Besides, extensive simulations have been conducted to
demonstrate the effectiveness of the proposed scheme. For
future work, the probabilistic skyline over sliding windows
will be studied to enhance the performance of the current
scheme.
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